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Council, which oversees the implemen-
tation of the FAR within the Depart-
ment of Defense, is responsible for de-
veloping the specific policies and pro-
cedures for soliciting, awarding, and
administering contracts that are sub-
ject to this subpart and subpart G of
this part and 5 U.S.C. 552a.

(3) Contractor compliance. Naval ac-
tivities shall establish contract sur-
veillance programs to ensure contrac-
tors comply with the procedures estab-
lished by the DAR Council under the
preceding subparagraph.

(4) Disclosing records to contractors.
Disclosing records to a contractor for
use in performing a contract let by a
naval activity is considered a disclo-
sure within Department of the Navy.
The contractor is considered the agent
of Department of the Navy when re-
ceiving and maintaining the records for
that activity.

§ 701.106 Safeguarding records in sys-
tems of records.

Establish appropriate administrative,
technical, and physical safeguards to
ensure the records in every system of
records are protected from unauthor-
ized alteration, destruction, or disclo-
sure. Protect the records from reason-
ably anticipated threats or hazards
that could result in substantial harm,
embarrassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained.

(a) Minimum standards. (1) Conduct
risk analysis and management plan-
ning for each system of records. Con-
sider sensitivity and use of the records,
present and projected threats and
vulnerabilities, and present and pro-
jected cost-effectiveness of safeguards.
The risk analysis may vary from an in-
formal review of a small, relatively in-
sensitive system to a formal, fully
quantified risk analysis of a large,
complex, and highly sensitive system.

(2) Train all personnel operating a
system of records or using records from
a system of records in proper record se-
curity procedures.

(3) Label information exempt from
disclosure under this subpart and sub-
part G of this part to reflect their sen-
sitivity, such as ‘‘FOR OFFICIAL USE
ONLY,’’ ‘‘PRIVACY ACT SENSITIVE:
DISCLOSE ON A NEED-TO-KNOW

BASIS ONLY,’’ or some other state-
ment that alerts individuals of the sen-
sitivity to the records.

(4) Administer special administra-
tive, physical, and technical safeguards
to protect records processed or stored
in an automated data processing or
word processing system to protect
them from threats unique to those en-
vironments.

(b) Records disposal. (1) Dispose of
records from systems of records so as
to prevent inadvertent disclosure. Dis-
posal methods are considered adequate
if the records are rendered unrecogniz-
able or beyond reconstruction (i.e.,
such as tearing, burning, melting,
chemical decomposition, burying,
pulping, pulverizing, shredding, or mu-
tilation). Magnetic media may be
cleared by completely erasing, over-
writing, or degaussing the tape.

(2) The transfer of large volumes of
records (e.g., printouts and computer
cards) in bulk to a disposal activity
such as a Defense Reutilization and
Marketing Office for authorized dis-
posal is not a disclosure of records, if
the volume of records, coding of the in-
formation, or some other factor render
it impossible to recognize any personal
information about a specific indi-
vidual.

(3) When disposing or destroying
large quantities of records from a sys-
tem of records, care must be taken to
ensure that the bulk of the records is
maintained to prevent easy identifica-
tion of specific records. If such bulk is
maintained, no special procedures are
required. If bulk is not maintained, or
if the form of the records makes indi-
vidually identifiable information easily
discernable, dispose of the records in
accordance with § 701.106(b)(1).

§ 701.107 Criteria for creating, alter-
ing, amending and deleting Privacy
Act systems of records.

(a) Criteria for a new system of records.
A new system of records is one for
which no existing system notice has
been published in the FEDERAL REG-
ISTER. If a notice for a system of
records has been canceled or deleted,
and it is determined that it should be
reinstated or reused, a new system no-
tice must be published in the FEDERAL
REGISTER. Advance public notice must
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be given before a naval activity may
begin to collect information for or use
a new system of records. The following
procedures apply:

(1) Describe in the record system no-
tice the contents of the record system
and the purposes and routine uses for
which the information will be used and
disclosed.

(2) The public shall be given 30 days
to comment on any proposed routine
uses before the routine uses are imple-
mented.

(3) The notice shall contain the date
the system of records will become ef-
fective.

(b) Criteria for an alteration to a system
of records notice. A system is considered
altered when any one of the following
actions occur or is proposed:

(1) A significant increase or change
in the number or types of individuals
about whom records are maintained.
For example, a decision to expand a
system of records that originally cov-
ered personnel assigned to only one
naval activity to cover personnel at
several installations would constitute
an altered system. An increase or de-
crease in the number of individuals
covered due to normal growth or de-
crease is not an alteration.

(2) A change that expands the types
or categories of information main-
tained. For example, a personnel file
that has been expanded to include med-
ical records would be an alteration.

(3) A change that alters the purpose
for which the information is used. In
order to be an alteration, the change
must be one that is not reasonably in-
ferred from any of the existing pur-
poses.

(4) A change to equipment configura-
tion (either hardware or software) that
creates substantially greater use of
records in the system. For example,
placing interactive computer terminals
at regional offices when the system
was formerly used only at the head-
quarters would be an alteration.

(5) A change in the manner in which
records are organized or in the method
by which records are retrieved.

(6) Combining record systems due to
a reorganization within Department of
the Navy.

(7) Retrieving by Social Security
Numbers (SSNs), records that pre-

viously were retrieved only by names
would be an alteration if the present
notice failed to indicate retrieval by
SSNs. An altered system of records
must be published in the FEDERAL REG-
ISTER. Submission for an alteration
must contain a narrative statement,
the specific changes altering the sys-
tem, and the system of records notice.

(c) Criteria for amending a systems of
records notice. Minor changes to pub-
lished system of records notices are
considered amendments. All amend-
ments should be forwarded to CNO
(N09B30) for publication in the FED-
ERAL REGISTER. When submitting an
amendment to a system of records no-
tice, the naval activity must include a
description of the specific changes pro-
posed and the system of records notice.

(d) Criteria for deleting a system of
records notice. When a system of records
is discontinued, incorporated into an-
other system, or determined to be no
longer subject to this subpart and sub-
part G of this part, a deletion notice
must be published in the FEDERAL REG-
ISTER. The deletion notice shall include
the system identification number, sys-
tem name, and the reason for deleting
it. If a system is deleted through incor-
poration into or merger with another
system, identify the successor system
in the deletion notice.

§ 701.108 Collecting information about
individuals.

(a) Collecting directly from the indi-
vidual. To the greatest extent prac-
ticable, collect information for sys-
tems of records directly from the indi-
vidual to whom the record pertains if
the record may be used to make an ad-
verse determination about the individ-
ual’s rights, benefits, or privileges
under the Federal programs.

(b) Collecting information about indi-
viduals from third persons. It might not
always be practical to collect all infor-
mation about an individual directly
from that person, such as verifying in-
formation through other sources for se-
curity or employment suitability de-
terminations; seeking other opinions,
such as a supervisor’s comments on
past performance or other evaluations;
obtaining the necessary information
directly from the individual would be
exceptionally difficult or would result
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